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Introduction  

Today’s pupils are growing up in an increasingly complex world, living their lives seamlessly on and 

offline. This presents many positive and exciting opportunities but also challenges and risks. 

At Seamer and Irton school we want to equip pupils with the knowledge needed to make the best use of 

the internet and technology in a safe, considered and respectful way, so they can reap the benefits of 

the online world. 

The following sections outline the online safety roles and responsibilities of individuals and groups within 
the school. 

 

Roles and Responsibilities of the school community. 

The Governing body:  
Governors are responsible for the approval of the online safety policy, ensuring it is disseminated to the 

wider school community and for reviewing its effectiveness.  

The role of the Governing Body includes ensuring that the statutory requirements of Keeping Children 

Safe in Education are complied with.  

In relation to online safety this includes: 

· The designated safeguarding lead has lead responsibility for safeguarding and child protection (including 

online safety). They: 

§ have undertaken Prevent awareness training. 

§ understand the unique risks associated with online safety and are confident that they have the 

relevant knowledge and up to date capability required to keep children safe whilst they are online 

at school. 

§ can recognise the additional risks that children with SEN and disabilities (SEND) face online, for 

example, from online bullying, grooming and radicalisation and are confident they have the 

capability to support SEND children to stay safe online 

Additional responsibilities for the Governing Body include: 

· Ensuring the school’s Code of Conduct includes acceptable use of information systems and 

communications. 

· Ensuring staff undergo regular safeguarding training, including online safety and that online safety 

training for staff is integrated, aligned and considered as part of the overarching safeguarding approach. 

· Ensuring that children are taught about safeguarding, including online safety as part of a broad and 

balanced curriculum.   
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· Having in place policies and procedures on sexual harassment and peer on peer abuse that can occur 

online and offline  

· Ensuring that children are safeguarded from potentially harmful and inappropriate online material, by 

checking the appropriateness of any filters, monitoring and security systems but being careful that “over 

blocking” does not lead to unreasonable restrictions as to what children can be taught with regards to 

online teaching and safeguarding’. 

· Regularly monitoring online safety incident logs and responding appropriately to the identified needs 

· Ensuring the company who is hosting the school’s website has enough security in place so it cannot be 

inappropriately accessed and to have an action plan if it is ‘hacked’  

Headteacher: 
 Supporting the Governors to comply with the online safety aspects of the Keeping Children Safe in 

Education and the online safety aspects of the statutory regulations within the subjects of 

Relationships Education (for all primary pupils) and Health Education (for all pupils).  

 Overseeing the online safety of all members of the school community, though the day-to-day 

responsibility for online safety will be delegated to the Subject Leader for Computing. 

 Ensuring the Subject Leader for Computing facilitates effective and regular training about online 

safety, which is provided for the whole school community and that a log is kept of the staff who 

complete the training  

 Effective filtering, monitoring and security systems are set up, though day-to day responsibility will 

be delegated to the Subject Leader for Computing. 

 To Receive and respond to reports of online safety incidents and to ensure there are effective 

procedures in place in the event of an online safety allegation which are known and understood by 

all members of staff. To create a log of incidents and outcomes to inform future online safety 

developments 

 Reviewing the school online safety policy and documents and making them available on the school 

website  

 As the school’s Designated Safeguarding Lead, the Headteacher should be trained in online safety 

issues and be aware of the potential for serious child protection issues that could arise using I.C.T. 

 Ensuring written permission is obtained from parents or carers before photographs of pupils are 

published on the school website / social media / local press 

 Ensuring permission is sought for the use of images of staff and governors and a copy is in the 

personnel file 

 The school’s website is kept secure from ‘hacking’ and there is an action plan in place if it is 

hacked. In this situation, as Designated Safeguarding Lead, the Headteacher would contact our 

Network Managers (SMD) and the following actions would be taken:  

 
 
Action Plan for Website Server Hacking 

o STEP 1: LIMIT. Limit additional damage, Filter traffic, Isolate system. 
o STEP 2: SURVEY. Survey the damage, Identify the attacker, Discover vulnerability. 

o STEP 3: NOTIFY. Identify affected parties, Notify affected persons. 
o STEP 4: LEARN. Document learning points, Proactively ensure learning. 
o STEP 5: ENGAGE. Engage with police if required.  
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Subject Leader for Computing 

 Liaising with staff, computer technician, safeguarding lead governor, SLT, Headteacher and partner 

agencies on all issues related to online safety 

 Ensuring that all staff are aware of the procedures that need to be followed in the event of an 

online safety incident taking place (see appendix 1) 

 Providing training and advice for staff and keeping a log of staff who complete training about  

online issues 

 Keep a log of staff, pupils and families who have signed the Acceptable Use Policy (AUP) for the 

safe use of technology 

 Co-ordinating and reviewing the online safety education programme in school in partnership with 

the Personal, Social Health, Education (PSHE) subject lead and ensuring the statutory requirements 

of the curriculum are being taught, which include online safety learning outcomes. 

 Effective communication with parents/ carers about safe practices when using online technology’s 

and support them in talking to their children about these issues 

 Ensuring the school’s ICT infrastructure is secure and meets requirements for filtering and 

monitoring 

 The use of the school’s ICT infrastructure (network, remote access, email, VLE etc.)  is regularly 

monitored in order that any misuse or attempted misuse can be reported to the Headteacher for 

action 

Computer Technician:  
 Work alongside the computing coordinator to ensure that the school's software, hardware and 

infrastructure is fit for purpose  

 liaises with network managers 

 meets with the Subject Leader for Computing to discuss current issues, review incident logs and 

filtering 

 reports any online safety issues to the Subject Leader for Computing or the Headteacher 

Network Manager and Firewall provider:  
The school’s internet access is filtered by our internet service provider EXA, using their filtering service, 

SurfProtect (https://surfprotect.co.uk/pdf/DfE_Guidelines.pdf). In addition, the school will protect the 

computer network infrastructure using the antivirus software, ESET NOD32 which is managed by our 

network managers, SMD Solutions. 

The Network Manager is responsible for ensuring:  

 that the school’s technical infrastructure is secure and is not open to misuse or malicious attack 

 that the school meets required online safety technical requirements 

 that users may only access the networks and devices through a properly enforced password 

protection policy 

 the filtering policy is applied and updated on a regular basis  

 that they keep up to date with online safety technical information in order to effectively carry out 

their online safety role and to inform and update others as relevant 

 that the use of the network / internet and remote access is regularly monitored in order that any 

misuse / attempted misuse can be reported to the Headteacher or Subject Leader of Computing 

for investigation 

 that monitoring software / systems are implemented and regularly updated 

https://surfprotect.co.uk/pdf/DfE_Guidelines.pdf
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Teaching and Support Staff 
Teaching and Support staff are responsible for ensuring that they have signed the Staff Acceptable Use 

Policy (AUP) and have read and understood the school Code of Conduct which includes acceptable use 

of technologies, staff/pupil relationships and communications including the use of social media. 

Alongside this, all staff are responsible for ensuring that:  
 They have an up-to-date awareness of online safety matters and of the school’s current online 

safety policy and practices 
 Adhere to any procedures and policies that are implemented to support remote learning for 

both staff and pupils and communication with parents / carers 
 They attend the training provided by the school about online safety and all new staff receive 

online safety training as part of their induction programme, ensuring that they fully understand 
the School Online Safety Policy, Acceptable Usage Policy, Child Protection Policy, School 
Behaviour Support Policy and Anti-Bullying Policy. 

 Online safety issues are embedded in all aspects of the curriculum and other school activities  
 Ensure that pupils understand and follow the school’s online safety and acceptable usage 

policies. Where incidents involving pupils occur, teachers should use appendix 1, alongside the 

school’s Behaviour Policy, to deal with these incidents. 
 Ensure that pupils have a good understanding of research skills and the need to avoid 

plagiarism and uphold copyright regulations  
 They monitor ICT activity in lessons, extracurricular and extended school activities 
 In lessons where Internet use is pre-planned, pupils should be guided to sites checked as 

suitable for their use and that processes are in place for dealing with any unsuitable material 
that is found in Internet searches. 

 All staff should be aware that emails can be part of Freedom of Information requests, so all 

correspondence needs to be professional, courteous and respectful and where confidential 

information / information under the data protection act is being sent by email it is sent through 

the secure email system  

 They report any suspected misuse or problem relating to other staff members or members of 

the wider school community, to the Headteacher for investigation / action / sanction 

 When using digital images, staff should inform and educate pupils about the risks associated with 

the taking, use, sharing, publication and distribution of images. In particular, they should 

recognise the risks attached to publishing their own images on the internet e.g. on social 

networking sites 

 The school record of parental permissions granted/not granted must be adhered to when taking 

digital images of pupils.  Photographs published on the school website, or elsewhere, that include 

pupils must be selected carefully and should comply with good practice guidance on the use of 

such images, including ensuring pupils’ full names are not used.  

 Liaise with external providers and places visited on school trips to ensure they do not take 

photographs and use the images on their website/social media without permission. 

Pupils: 
 are responsible for using the school digital technology systems in accordance with the Pupil 

Acceptable Use Agreement  

 Adhere to any procedures that are implemented to support remote learning for both pupils and 

staff  

 have an entitlement to online safety education that will support them in staying safe when 

online using a range of technology and signposting to further advice and information as set out 

in the statutory relationships, sex and health education curriculum. 

 Need to understand the importance of reporting abuse, misuse or access to inappropriate 

materials and know how to do so. 
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 should understand the importance of adopting good online safety practice when using digital 

technologies out of school and realise that the school’s Online Safety Policy covers their actions 

out of school, if related to their membership of the school 

Parents / Carers  
Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet 

/ mobile devices in an appropriate way.  Parents and carers will be encouraged to support the school in 

promoting good online safety practice by: 

 Endorsing the acceptable use policy for parents and pupils and encouraging their children to 

adhere to them.  

 Discuss online safety issues with their children, support the school in its online safety approaches 

and reinforce appropriate behaviours at home.  

 Take responsibility for their own awareness and learning in relation to the opportunities and risks 

posed by new and emerging technologies and have an awareness that they can access websites 

that provide supporting information for parents/carers to enable them to protect their children 

through the school website.  

 Liaise with the school if they suspect, or have identified, that their child is conducting risky 

behaviour online.  

 All new parents will be asked to sign the parent/carer AUP which outlines key online safety 

expectations. 

Community Users 

Community Users who access school systems / website as part of the wider school provision 

will be expected to sign a staff/volunteer AUP before being provided with access to school 

systems.  The AUP should be discussed with any community users to ensure that they are fully 

aware and understand the points detailed in the AUP. 

 

Online Safety Curriculum 

At Seamer and Irton School we recognise that, as with all risks, it is impossible to eliminate those risks 

completely. It is therefore essential that through a well-planned, age-appropriate curriculum we build 

pupils’ resilience to the risks to which they may be exposed so that they have the confidence and skills 

to face and deal with these. 

Much of the specific knowledge young people will need to enable them to live safely and thrive online is 

identified throughout the statutory subjects (Relationship Education and Health Education). Therefore, 

at Seamer and Irton CP school, online safety is taught predominantly within PSHE lessons (See RSE 

policy and subject knowledge organisers).  Pupils will be taught about online safety and harms.  

This will include being taught what positive, healthy and respectful online relationships look like, the 

effects of their online actions on others and knowing how to recognise and display respectful behaviour 

online. 

This will complement the computing curriculum, which covers the principles of online safety. This 

includes how to use technology safely, responsibly, respectfully and securely. 
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To ensure coverage, both curriculums have been audited against the Education in a Connected World 

Framework 2020 and its eight different aspects of online education: 

Self-image and Identity  

Online relationship 

Online reputation 

Online bullying 

Managing online information 

Health, wellbeing and lifestyle 

Privacy and security 

Copyright and ownership 

 

The use of Knowledge Organisers and carefully sequenced and planned curriculums across both 

subjects means online safety learning includes sufficient well-chosen opportunities and contexts for 

pupils to practise applying and embedding new knowledge so that it can be used skilfully and 

confidently in real life situations. 

Our cross curricular approach to learning sees pupils using digital technology across a range of 

subjects.  Therefore, the factual knowledge pupils learn within their PSHE and computing sessions are 

set within learning that provides a broader understanding of the digital world and the development of 

digital skills. 

 

 

Responding to incidents of misuse 

It is hoped that all members of the school community will be responsible users of ICT. However, there 

may be times when infringements of the policy could take place through careless or irresponsible, or 

very rarely, through deliberate misuse.  

 

Appendix 1 is intended for use when staff need to manage incidents that involve pupils.  

Appendix 2 relates to Instances involving members of staff, all of which should be reported to, and 

dealt with by, the Headteacher (some guidance can be found in appendix 3 and 4). 

In all instances, where information, messages or images may later be used as evidence, the device 

should be isolated as well as practicably possible and only the monitor should be switched off, or the 

screen closed to 45 degrees if using a laptop.  
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Appendix 1 

Incidents Involving pupils and action taken 

Incident involving pupils – either in school or 
out of school – it could be a concern raised by 
a friend/ parent 

Teacher to use  

School Behaviour 
Support Policy  
and Anti-Bullying 

Policy to deal with 

Refer to DSL Record and 

monitor the pupil’s 

behaviour and 

refer to external 

agencies if 

required 

Refer to technical 

support staff for 

action re 

filtering/security 

etc 

A concern raised by a pupil / teacher / 
friend/parent (carer).  
A pupil needing positive support – 
Signs of grooming 
Signs of peer-on-peer abuse /  
grooming /  
power domination  
Signs of radicalisation  
Signs of CSE 
Signs of cyberbullying 
 

 
   

Deliberately accessing or trying to access material 
that could be considered illegal   

   

Unauthorised use of non-educational sites during 
lessons  

   

Unauthorised use of mobile phone/ digital camera 
or  
another handheld device. 

 
   

Unauthorised use of social networking/ instant 
messaging / personal email and online gaming  

   

Unauthorised downloading 
or uploading of files  

   

Allowing others to access school network by 
sharing username and passwords  

   

Attempting to access or accessing the school 
network, using another student’s account  

   

Attempting to access or accessing the school 
network, using the account of a member of staff  

   

Corrupting or destroying the data of other users 
 

   

Sending an email, text or instant message that is 
regarded as offensive, harassment or of a bullying 
nature 

 
   

Continued infringements of the above, following 
previous warnings or sanctions  

   

Actions which could bring the school into 
disrepute or breach the integrity of the ethos of 
the school 

 
   

Using proxy sites or other means to subvert the 
school’s filtering system  

   

Accidentally accessing offensive or pornographic 
material and failing to report the incident  

   

 

 

 



Seamer & Irton CP School  Online Safety Policy  

Seamer and Irton CP School- H Griffiths November 2021 
 

Appendix 2 

Incidents involving members of staff and action taken 

Incidents involving  
members of staff 
 

Refer to the Headteacher 
*See below 
Procedural steps detailed 

in Appendix 3 

Refer to technical support 
staff for action re filtering, 
security etc 

Potential Disciplinary 
Action 
 

Deliberately accessing or trying to 
access material that could be considered 
illegal 

   

Receipt or transmission of material that 
infringes the copyright of another person 
or infringes the Data Protection Act 

   

Excessive or inappropriate personal use 
of the internet/social networking sites/ 
instant messaging/ personal email 

   

Unauthorised downloading or uploading 
of files 

   

Allowing others to access school network 
by sharing username and passwords or 
attempting to access or accessing the 
school network, using another person’s 
account 

   

Careless use of personal data e.g. 
holding or transferring data in an 
insecure manner 

   

Deliberate actions to breach data 
protection or network security rules 

   

Corrupting or destroying the data  
of other users or causing deliberate 
damage to hardware or software 

   

Sending an email, text or instant 
message that is regarded as offensive, 
harassment or of a bullying nature 

   

Using personal email/ social networking/ 
instant messaging/ text messaging to 
carrying out digital communications with 
students/ pupils 

   

Actions which could compromise the 
staff member’s / governors professional 
standing 

   

Actions which could bring the school into 
disrepute or breach the integrity of  
the ethos of the school 

   

Using proxy sites or other means to 
subvert the school’s filtering system 

   

Deliberately accessing or trying to 
access offensive or pornographic 
material 

   

Breaching copyright or licensing 
regulations 

   

Continued infringements of the above, 
following previous warnings or sanctions 

   

 
*In event of breaches of policy by the Headteacher, refer to the Chair of Governors. 
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Appendix 3
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Appendix 4 

 In the event of suspicion, all steps in this procedure should be followed: 

 Have more than one senior member of staff involved in this process. This is vital to protect individuals 

if accusations are subsequently reported. 

 Conduct the procedure using a designated computer that will not be used by young people and if 

necessary can be taken off site by the police should the need arise. Use the same computer for the 

duration of the procedure. 

 It is important to ensure that the relevant staff should have appropriate internet access to conduct the 

procedure, but also that the sites and content visited are closely monitored and recorded (to provide 

further protection).  

 Record the URL of any site containing the alleged misuse and describe the nature of the content 

causing concern. It may also be necessary to record and store screenshots of the content on the 

machine being used for investigation. These may be printed, signed, and attached to the form (except 

in the case of images of child sexual abuse – see below) 

 Once this has been completed and fully investigated the group will need to judge whether this concern 

has substance or not. If it does then appropriate action will be required and could include the following: 

o Internal response or discipline procedures 

o Involvement by Local Authority   

o Police involvement and/or action 

 If content being reviewed includes images of Child abuse, then the monitoring should be halted and 

referred to the Police immediately. Other instances to report to the police would include: 

o incidents of ‘grooming’ behaviour 

o the sending of obscene materials to a child 

o adult material which potentially breaches the Obscene Publications Act 

o criminally racist material 

o promotion of terrorism or extremism 


